Introduction
============

Web portals have increasingly become a ubiquitous part of modern life. They bring together information from different sources in a uniform way and allow organizations and institutions to provide a more consistent look and feel for multiple applications, content, and information from databases.[@b1-rmhp-10-033] Users are presented with a single web page that can bring together content from a number of systems or servers. The content can be displayed on secure personal computers, tablets, and smartphones. Web portals can include multimedia applications for social networking and digital images (e.g., photographs, X-rays, documents such as publications) including the material not indexed by standard search engines. Examples include government web portals such as web portals used by public and private academic institutions, the portals used by corporations and the business sector, and patient web portals provided by health care organizations.[@b1-rmhp-10-033],[@b2-rmhp-10-033]

Efforts aimed at health care reform and continued advances in information technologies have increased interest among providers and researchers in patient web portals. Patient portals are web-based, patient-centered health care information systems linked to a patient's electronic medical record.[@b2-rmhp-10-033],[@b3-rmhp-10-033] A patient portal is a password-protected online website that offers patients 24-hour access to personal health information from anywhere with an Internet connection.[@b2-rmhp-10-033],[@b3-rmhp-10-033] Patient portals were first introduced in the USA in the late 1990s, partly in response to stipulations in the Health Insurance Portability and Accountability Act of 1996 that patients be able to see and obtain copies of their medical records and request amendments to those records. In 2015, 50% of US hospitals and 40% of US physicians had a secure patient portal in place.[@b4-rmhp-10-033] Another important development is the meaningful use criteria of the Centers for Medicare and Medicaid Services electronic health records incentive program, which mandates that a clinical summary be provided to the patient after each visit, with the ability for secure messaging between the patient and the provider and the ability to view, download, and transmit personal health record data, patient-specific education, patient reminders for preventive services, and medication reconciliation.[@b5-rmhp-10-033] Now patients can view health information such as doctor visits, discharge summaries, medications, immunizations, lab results, and results of X-rays and other diagnostic tests.[@b6-rmhp-10-033],[@b7-rmhp-10-033] Many patient portals also allow patients to request prescription refills, schedule appointments, exchange email with their health care providers, and view educational materials.[@b2-rmhp-10-033] Health care stakeholders view patient portals and parallel advances in e-health, such as personal health records and electronic medical records, as an opportunity to leverage information technology to support patient self-management and improved patient--provider communication between office visits.[@b8-rmhp-10-033],[@b9-rmhp-10-033] Over the past decade, the number of peer-reviewed publications on patient portals has increased exponentially.

Previous reviews on the effectiveness of web portals in improving patient outcomes omit recently published studies on topics such as disease prevention, health disparities, and community web portals and health[@b3-rmhp-10-033],[@b10-rmhp-10-033] or the focus was on studies of web portals for a single disease.[@b11-rmhp-10-033] Our aim was to review the evidence on patient web portals for disease management, disease-specific portals, and disease prevention and to examine the disparities in portal use.

Methods
=======

The present review is based on bibliographic searches in PubMed and relevant search terms. Articles published in English from 1993 to November 2016 were identified using the following MeSH search terms and Boolean algebra commands: (web portals or patient web portals) and health. The searches were not limited to words appearing in the title of an article. The searches were not limited to studies in a particular country or geographic region of the world. Information obtained from bibliographic searches (title and topic of article, information in abstract, study design, and keywords) was used to determine whether to retain each article identified in this way. Only studies with a randomized controlled trial or comparative observational study design (e.g., cohort study, cross-sectional survey) were included. In addition, the references of review articles were reviewed.[@b2-rmhp-10-033],[@b3-rmhp-10-033],[@b10-rmhp-10-033],[@b11-rmhp-10-033]

A total of 620 article citations were identified in the bibliographic searches. After screening the abstracts or full texts of these articles and reviewing the references of previous review articles,[@b2-rmhp-10-033],[@b3-rmhp-10-033],[@b10-rmhp-10-033],[@b11-rmhp-10-033] a total of 35 studies of the impact of patient web portals on disease management or disease prevention were identified. This included 13 studies of web portals tethered to electronic medical records, 12 disease-specific web portals, 6 web portals for specific types of patients, and 4 web portals addressing preventive services.

Results
=======

With respect to web portals tethered to electronic medical records and used for disease management, several of these studies have shown promising results,[@b12-rmhp-10-033]--[@b21-rmhp-10-033] although findings have not been uniformly positive.[@b22-rmhp-10-033] Wade-Vuturo et al[@b12-rmhp-10-033] examined the efficacy of web portal use among 54 adult patients with type 2 diabetes seen at an academic medical center in Nashville, TN. Greater self-reported use of secure messaging between patient and clinician was significantly associated with the patient's glycemic control (*p*=0.04). Self-reported use of the portal to review laboratory results or view their personal health information was not associated with glycemic control.[@b12-rmhp-10-033] In a retrospective cohort study of veterans with diabetes registered for the My Health *e*Vet patient portal, Shimada et al[@b13-rmhp-10-033] evaluated the association between sustained use (over 2 years) of web-based prescription refill and secure messaging and laboratory tests used in the management of type 2 diabetes. Patients with uncontrolled hemoglobin A1c (HbA1c) at baseline who used secure messaging were more likely than nonusers to achieve glycemic control, with adjustment for age, sex, and eligibility for free care (odds ratio \[OR\]=1.24, 95% confidence interval \[CI\] 1.14--1.34). Patients with uncontrolled blood pressure at baseline who used web-based refills were more likely than nonusers to achieve control at follow-up with 2 more years of web-based refill use (OR=1.08, 95% CI 1.02--1.14). Studies of Group Health Cooperative diabetes patients found significant associations between the use of secure messaging and improvements in glycemic testing and control.[@b14-rmhp-10-033],[@b18-rmhp-10-033] Association of portal use and improvements in cholesterol have also been observed among Kaiser Permanente patients with diabetes and hypertension.[@b15-rmhp-10-033] In a matched-control analysis, secure patient--physician messaging was associated with improved performance (*p*\<0.0001) in HbA1c screening and control, low density lipoprotein-cholesterol screening and control, retinopathy screening, and nephropathy screening of 2.4%--6.5%. It was also associated with improved performance in blood pressure control among patients with diabetes (*p*\<0.001) and with blood pressure control among members with hypertension alone (*p*=0.002). Tenforde et al examined the use of electronic personal health records by adult diabetes patients seen at the Cleveland Clinic (N=10,746). Compared to nonusers, personal health record users had better diabetes quality measure profiles. The adjusted OR of HbA1c testing was 2.06 (*p*\<0.01). Among personal health record users, increasing number of login days was not associated with more favorable diabetes quality measure profiles, suggesting that better diabetes profiles among users are due to higher level of engagement with their health rather than personal health record use itself.[@b16-rmhp-10-033] Green et al[@b17-rmhp-10-033] conducted a cluster randomized controlled trial to examine the effectiveness of home blood pressure monitoring, web communication, and pharmacist care (i.e., clarifying antihypertensive medications) on hypertension control. Of 778 participants seen by Group Health in Washington state and Idaho, there was a nonsignificant increase in the percentage of patients with controlled blood pressure among the patients assigned to the home blood pressure monitoring and web training only group, compared with those under usual care (36% vs. 31%, *p*=0.21). Adding web-based pharmacist care to home blood pressure monitoring and web training significantly increased the percentage of patients with controlled blood pressure (56%), compared with those under usual care (*p*\<0.001). Wagner et al[@b23-rmhp-10-033] conducted a 9-month cluster randomized trial to examine the effectiveness of electronic personal health record use on hypertension control among 453 patients seen at two ambulatory care clinics in Greenville, SC. Personal health record use was not related to systolic blood pressure (*p*=0.617), diastolic blood pressure (*p*=0.287), or medical utilization.[@b23-rmhp-10-033] In a retrospective cohort study of primary care patients at an academic medical center who had a new diagnosis of hypertension, portal users were found to be more likely than nonusers to achieve blood pressure control (hazard ratio=1.24, 95% CI 1.06--1.45).[@b19-rmhp-10-033] Ross et al[@b20-rmhp-10-033] conducted a randomized controlled trial to examine the effectiveness of a web-based online medical record with electronic communication capabilities (i.e., secure messaging between patient and clinician) in a specialty practice for patients with congestive heart failure (N=107). Surveys assessing patient adherence with treatment and health status were conducted at baseline, 6 months, and 12 months. At 12 months, the intervention group was superior in general adherence (*p*=0.01). The intervention group had more emergency department visits (20 vs. 8, *p*=0.03), but these visits were not temporally related to use of the online medical record. In a cross-sectional analysis of data from the Veterans Aging Cohort Study, McInnes et al[@b21-rmhp-10-033] evaluated whether patient electronic personal health record use was associated with antiretroviral medication adherence among HIV-positive veterans (N=1,871). Patient use of their electronic personal health record was associated with ≥90% adherence after controlling for sociodemographic variables.

Patient portals have also shown promising results for mental health outcomes. In a randomized controlled trial conducted in nine primary care clinics in Washington state, Simon et al[@b22-rmhp-10-033] evaluated the effectiveness of a depression care management program delivered by online messaging through an electronic medical record. Two hundred and eight patients starting antidepressant treatment for depression were randomized to either usual primary care treatment or primary care supported by online care management by a psychiatric nurse. After 5 months, patients offered the program had higher rates of antidepressant adherence (81% vs. 61%, *p*=0.001) and lower symptoms checklist depression scores (*p*=0.043). Kipping et al[@b24-rmhp-10-033] evaluated a web portal offered to patients at a mental health care facility. Users had web access to view parts of their electronic medical record, view upcoming appointments, and communicate with their health care provider. A subset of users (n=91) completed online surveys at baseline and at follow-up (6 and 10 months). Among patients who used the portal, a measure of mental health recovery improved from baseline to follow-up (*p*=0.01). Portal users were more likely to attend an appointment and less likely to request information over the follow-up period.

Web portals for specific diseases and patient populations
---------------------------------------------------------

Web portals have also been developed for patients with specific diseases. These include portals for patients with diabetes,[@b25-rmhp-10-033]--[@b31-rmhp-10-033] COPD,[@b32-rmhp-10-033] asthma,[@b33-rmhp-10-033] breast cancer,[@b34-rmhp-10-033] attention-deficit/hyperactivity disorder,[@b35-rmhp-10-033] and schizophrenia.[@b36-rmhp-10-033] Web portals have also been developed to meet the needs of particular patient populations, including pediatric patients and their guardians,[@b35-rmhp-10-033],[@b37-rmhp-10-033],[@b38-rmhp-10-033] maternity patients,[@b39-rmhp-10-033] patients receiving in vitro fertilization,[@b40-rmhp-10-033] and older adults.[@b41-rmhp-10-033] The wide variability in web portals for specific disease and patient populations, including the specific features that they offer, the outcomes evaluated, and whether the information technology resources were combined with a case management intervention, increases the difficulty of making general statements about their usefulness for disease management or alleviating symptoms. Future research should explore how individual and various combinations of web portal elements support underlying behavioral change and disease management and prevention mechanisms.

Web portals and disease prevention
----------------------------------

Web portals have also been developed for preventive care. Krist et al[@b42-rmhp-10-033] conducted a randomized controlled trial of the effectiveness of an interactive preventive health record in eight primary care practices in Northern Virginia. The preventive health record provided the patients access to their electronic health record used by their clinician (including the test results), enabled them to discover inaccuracies in their medical records, assessed their needs by applying evidence-based guidelines and incorporating personal medical data to derive individualized recommendations, and linked guidance with personalized evidence-based educational resources and decision aids, community services, logistical details, and reminder systems. The preventive services of interest were colorectal, breast, and cervical cancer screening; hypertension, hypercholesterolemia, abdominal aortic aneurysm, and diabetes screening; chlamydia screening; osteoporosis screening; aspirin chemoprophylaxis use; tetanus, influenza, and pneumococcal immunization; and smoking cessation, dietary, exercise, and weight loss counseling. A total of 4,500 patients were randomly selected to receive a mailed invitation to use the interactive preventive health record or to receive usual care. At 4 and 16 months, 229 (10.2%) and 378 (16.8%) of the invited patients used the interactive preventive health record.[@b42-rmhp-10-033] The proportion of patients up-to-date with all age- and sex-appropriate services increased between baseline and 16 months by 3.8% among intervention patients (from 11.4% to 15.2%, *p*\<0.001) and by 1.5% among control patients (from 11.1% to 12.6%, *p*=0.07), with a difference of 2.3% (*p*=0.05). Wright et al[@b43-rmhp-10-033] conducted a cluster randomized controlled trial of the effectiveness of health maintenance reminders provided directly to patients through an electronic personal health record. A total of 3,979 patients seen at eleven primary care practices in Boston, MA, were enrolled in the trial. Patients in the intervention arm received health maintenance reminders through a secure personal health record e-Journal, which allowed them to review and update health maintenance and family history information. Patients in the control arm received access to an e-Journal that allowed them to input and review information related to medications, allergies, and diabetes management. Patients in the intervention arm were significantly more likely to receive mammography (48.6% vs. 29.5%, *p*=0.006) and influenza vaccinations (22.0% vs. 14.0%, *p*=0.018). No significant improvement was observed in the rates of other screenings (bone density, cholesterol, Pap smear, Pneumovax).

Kaiser Permanente Southern California added the Online Personal Action Plan (oPAP) to the member web portal to provide members with information about disease prevention, health promotion, and care gaps.[@b44-rmhp-10-033] A study conducted by Henry et al[@b44-rmhp-10-033] described Kaiser Permanente Southern California users who use oPAP and how members use oPAP to close five different care gaps: HbA1c testing, pneumonia vaccination, and three cancer screenings. Care gap closure rates for oPAP users and members not registered on the patient portal between December 2014 and March 2015 were compared. A total of 838,638 cases (mean age 49.5 years; 40.4% oPAP users) were examined. After adjustment for potential confounding variables, oPAP access was associated with a somewhat greater likelihood of care gap closure within 90 days for HBA1c testing and breast, cervical, and colorectal cancer screening among eligible members.[@b44-rmhp-10-033]

Nagykaldi et al[@b45-rmhp-10-033] developed a wellness portal for patient-centered preventive care, examined its feasibility and acceptability in a pilot study in two primary care practices in Oklahoma, and subsequently conducted a 12-month cluster randomized controlled trial in eight clinician practices to study its impact on service delivery. About 90% of the patients in the pilot study found the portal easy to use, 83% judged it a valuable resource, and 80% indicated it facilitated their participation in preventive care. The cluster randomized controlled trial included 422 adults of age 40--75 years and parents of 116 children aged 2--5 years. Seventy-three percent of patients used the portal during the study. Participants' perception of patient-centeredness of care increased significantly in the web portal group compared with control (*p*=0.037). A greater proportion of portal users received all recommended preventive services (84.4% intervention vs. 67.6% control, *p*\<0.0001); took low-dose aspirin, if indicated (78.6% intervention vs. 52.3% control, *p*\<0.0001); and received Pneumovax because of chronic health conditions (82.5% vs. 53.9%, *p*\<0.0001) and age (86.3% vs. 44.6%, *p*\<0.0001). Children in the intervention group received 95.5% of all recommended immunizations, compared with 87.2% in the control group (*p*=0.044).

Web portals and health disparities
----------------------------------

This review also sought to explore disparities in patient web portal use. Irizarry et al[@b2-rmhp-10-033] conducted a systematic review of studies published from 2006 to 2014 about patient experiences with web portals and ways that patients may be supported to make competent health care decisions and act on those decisions using patient portal functionality. Of the eligible studies, four were cohort studies, fourteen were randomized controlled trials, and the remaining studies were descriptive, qualitative, pilot studies, or case reports. Studies identified in the review[@b2-rmhp-10-033] found that ethnic minorities (African American, Latino, Asian), younger persons, and patients who were less educated were less likely to adopt patient portals[@b46-rmhp-10-033],[@b47-rmhp-10-033] and that patients with chronic conditions and frequent users of health care services tended to be more interested in patient portals.[@b48-rmhp-10-033]--[@b51-rmhp-10-033] Patients' interest in patient portals and ability to use them was found to be inversely related to the use of patient portals.[@b52-rmhp-10-033]--[@b54-rmhp-10-033]

The digital divide (population-level gaps in Internet and computer access) could limit access to web portals among disadvantaged groups. Roblin et al[@b55-rmhp-10-033] conducted a 2-year cohort study to assess racial/ethnic differences in rates of registration with personal health records among Kaiser Per-manente Georgia enrollees. At baseline, 1,777 enrollees of age 25--59 years who had not registered with the personal health record were surveyed. Among African Americans, 30.1% registered, compared with 41.7% of whites (*p*\<0.01). Those with Internet access and higher education were more likely to register. Using data from the Kaiser Permanente Northern California Diabetes Registry, Sarkar et al[@b6-rmhp-10-033] examined the use of a patient web portal among adults with diabetes. Health literacy was measured using three validated self-report items. Among 14,102 participants (28% non-Hispanic white, 14% Latino, 21% African American, 9% Asian, 12% Filipino, and 17% multiracial or other ethnicity), 6,099 (62%) reported some limitation in health literacy and 5,671 (40%) respondents registered for the patient portal. Those with limited health literacy had a higher odds of not signing on to the patient portal (OR=1.7, 95% CI 1.4--1.9), compared with those who did not report any health literacy limitation. The relationship between health literacy and patient portal use persisted among those with Internet access. Yamin et al[@b56-rmhp-10-033] conducted a cross-sectional analysis of a personal health record of a health system in northeastern USA (Partners HealthCare). Among 75,056 patients, 43% had adopted the personal health record. Blacks and Hispanics were less likely to adopt the personal health record compared with whites (OR=0.50, 95% CI 0.45--0.55), and those with lower income were less likely to adopt the personal health record than those with higher income. To understand whether sociodemographic factors are related to patient portal use for secure messaging with providers, Graetz et al[@b57-rmhp-10-033] surveyed 1,041 patients with chronic conditions in a large integrated health care delivery system. Using one's own computer to access the Internet explained 52% of the association between race and secure message use and 60% of the association between income and secure message use (*p*\<0.001 in each instance). Using administrative data and postal survey data, Gordon and Hornbrook[@b58-rmhp-10-033] examined differences in access to and preferences for using patient portals and other information technologies among older patients. The participants in the survey (N=314) were diverse by race/ethnicity. Adults aged 70--79 years were significantly less likely than 65--69 year olds to use the patient web portal to send messages, view lab test results, or request prescription refills. Non-Hispanic whites and Chinese patients were significantly more likely than Black, Latino, and Filipino patients to use the portal to send messages, view test results, or request prescription refills. Black, Latino, and Filipino seniors and those aged 75 years and older were significantly less likely to own computers or smartphones, or to use email than non-Hispanic whites, Chinese patients, and patients aged 65--69 years.

Community web portals and health
--------------------------------

Web portals have also been used to address a variety of community environmental concerns such as housing, social connectivity, environmental exposures, and access to resources and facilities that promote health behaviors such as recreational facilities and farmers markets.[@b59-rmhp-10-033]--[@b62-rmhp-10-033] Community web portals differ from patient web portals in that content and functionality are focused on community needs rather than specific patient needs. For example, government and municipal web portals often focus on promoting exchange of information and knowledge between community members to provide services, enhance community engagement, and encourage collective participation and decision making.[@b63-rmhp-10-033],[@b64-rmhp-10-033] In one recent example, the Healthy, Connected Chattanooga initiative, the city of Chattanooga, TN partnered with the Trust for Public Land to examine the opportunities for physical activity and to identify the areas where interventions were of highest need.[@b61-rmhp-10-033] Geographic information systems were used to analyze the city's existing park system which includes parkland owned by regional, state, and federal agencies. Locations that were not within a 10-minute walk of a park were identified as gaps. In addition, each park was scored based on demographic characteristics (percentage of population aged ≤19 years, percentage aged ≥65 years, percentage of low-income households, and population density), health indicators (obese or overweight adults, adults not meeting physical activity recommendations, and hospitalization rates for heart disease, diabetes, stroke, respiratory disease, and suicide), and indicators of recreational facility access. Planned interventions include the creation of new parks and the installation of free outdoor fitness facilities in existing parks. An online decision support tool (web portal) and maps are being used to make investment decisions.[@b61-rmhp-10-033]

Discussion
==========

The adoption of health information technologies such as electronic health records, personal health records, and patient web portals is widely viewed as vital to improving the quality and efficiency of health care systems and making health care more patient centered. An evidence base is accumulating from rigorous studies with historical cohorts (observational) or randomized controlled trial design on the effectiveness of patient web portals for improving health outcomes.[@b12-rmhp-10-033]--[@b15-rmhp-10-033],[@b18-rmhp-10-033] Patient web portals have been shown to improve diabetes and hypertension disease management and increase adherence with screening recommendations. Yet, not all findings have been positive and the number of studies with a robust design is still modest.

Furthermore, despite increased interest among providers and researchers in patient web portals and increasing use of portals by patients, areas of resistance persist. Recent studies have shown that some providers have concerns about how patient web portals will affect their practice including potential added workload of facilitating patient use of portals or longer patient--physician interactions.[@b65-rmhp-10-033],[@b66-rmhp-10-033] There is also a potential for confusion and anxiety among patients who access their medical records online (e.g., radiology reports and sensitive laboratory test results). Psychiatric patients may be more likely to experience distress from accessing their personal health record.[@b67-rmhp-10-033] In addition, administrative and logistical barriers may impede enrollment.[@b65-rmhp-10-033]

Race/ethnicity, educational attainment, and health literacy have been linked to health disparities,[@b68-rmhp-10-033] and attention to the strong association between health literacy and patient portal use is needed to ensure patient portals do not worsen, but rather ameliorate health disparities. Potential solutions include avoiding or limiting medical jargon, using patient-friendly language, including links to explanations and definitions of terms, using illustrations, and using graphs to track trends in results such as blood pressure and blood glucose levels.[@b2-rmhp-10-033],[@b53-rmhp-10-033]

In 2008, Google Inc. launched "Google Health", a free 24-hour web health portal aimed at empowering people to store their health records. Consumers showed little interest in such technology and it was soon abandoned. Identified barriers were privacy and security concerns and the intrinsic difficulties of transferring historical health records from hospitals and clinics to "Google Health". Many potential users of Google Inc. web solutions may not have completely understood the meaning and full potential value of a personal e-health record. Along with making integrated web health portals available, it is important to build in strategies to encourage initiation and interaction by users. In the past, technology such as automated telephone call centers were successful in the management of chronic diseases.[@b69-rmhp-10-033],[@b70-rmhp-10-033] This technology allowed for proactively reaching out to patients to encourage their engagement. Similar outreach efforts should be considered for patient web portals.

Conclusion
==========

The majority of studies on the effectiveness of patient web portals have focused on portal use by patients with specific medical disorders such as diabetes, hypertension, and coronary heart disease and mental disorders. Additional studies are needed of the utility and effectiveness of web portals for other patient groups (e.g., patients with chronic respiratory, gastrointestinal, musculoskeletal, or dermatologic illnesses; women seen for obstetrical or gynecologic care; cancer patients and cancer survivors; patients followed for inheritable diseases such as sickle cell anemia). Also, greatly needed are studies of web portals for treating smoking and obesity.[@b42-rmhp-10-033] Community web portals and mHealth interventions for chronic disease risk factors in patient web portals have considerable potential for health promotion and patient education and warrant further evaluation.
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